
Closed-Loop Automation: 
Upsell Services and Solve 
Network Issues Faster!
Two use cases to grow your business, increase 
customer satisfaction and reduce costs.
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Automating operations and delivering profitable ser-
vices has become a strategic priority for all network 
operators. From custom scripts and zero-touch 
provisioning to automating basic administrative and 
configuration tasks that improve service agility and 
control, a growing number of network operators are 
moving toward closed-loop automation, resulting in 
a reduction in manual intervention in key operation-
al processes.

In this white paper, Intraway describes a closed-loop 
orchestration system that allows operators to lever-
age real-time information to effect changes to the 
network through the initiation and management of 
provisioning flows based on detecting specific net-
work performance data.

Background
Physical networks must become virtual due to the 
complexity fueled by 5G, IoT, and increasing num-
bers of devices. This means that various new soft-
ware-defined capabilities, including service assur-
ance, orchestration, analytics, and data-centric 
processing come into the picture. However, this wide 
array of new capabilities can become a minefield if 
they are not addressed as appropriate. The key to 
success is automating networks, so CSPs can sim-
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plify services and operations, build rock-solid reli-
ability, and satisfy their end-users while overcoming 
this immense challenge.

An automation and management capability does not 
operate alone but rather under the watchful eye of a 
closed-loop automation system. Using data and an-
alytics, the close-loop automation system monitors 
and assesses faults, congestion, and other network 
occurrences. The loop refers to the communication 
that monitors, identifies issues, adjusts parameters, 
and optimizes the network’s performance to enable 
self-optimization. It is essentially the solution that 
paves the way  for self-driving networks.

Two use cases to grow your business, increase customer 
satisfaction and reduce costs.

Closed-Loop Definition

It’s the action of regulating a process 
or operation by implementing an 
automatic control systems to use 

feedback to address that objective. 

Closed-Loop implementations 
allow systems to trigger auto-

healing processes and other actions, 
minimizing human intervention and 

reducing downtime.
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4 Real-World Applications for Closed Loop Automation

Communications Service Providers

The rollout of 5G begins today in both fixed and mo-
bile networks, and mobile networks must be ready 
for this transition. Service providers are preparing 
to support 5G use cases such as massive ma-
chine-to-machine connectivity, ultra-low latency, 
network slicing and flexible bandwidth.

While the central data center is essential, edge or cell 
sites play an important role in 5G connectivity. Hun-
dreds of thousands of cell sites are expected to be re-
quired for densification to provide seamless connec-
tivity. Each cell site will be connected to the network 
core via IP RAN. Manual configuration and manage-
ment of networks of this scale are tedious and virtually 
impossible without an automated solution.

Closed-loop automation performs mass provision-
ing of network devices and ensures dynamic and 
consistent device configuration across the network. 
The analytics capabilities of closed-loop automa-
tion also provide key insights into network activity 
and ensure near 100 percent uptime, avoiding po-
tential customer churn and lost revenue.

Service assurance is critical in managing CSP dai-
ly operations. For example, consider a network 
with hundreds of thousands of multi-vendor CPEs. 
Monitoring and servicing complex networks de-
mand frequent configuration changes that could 
result in temporary service disruptions, triggering 
SLA penalties and the like.. Customarily, the CSP 
service desk goes through a manual configura-
tion, notification, recording, prioritization, trouble-
shooting, and escalation processes. Unfortunate-
ly, these tasks are prone to human errors and have 
limitations.

With its orchestration, collection, correlation, and re-
mediation capabilities, closed-loop automation takes 
operational pressure off network administrators and 
increases their productivity. The provisioning time 
also rapidly accelerates from hours to minutes. CSPs 
can also integrate incident management tools into 
the closed-loop automation workflow to automate 
the escalation and approval process. The service as-
surance factor of closed-loop automation provides 
proactive control and satisfies service-level agree-
ments ensuring the high availability of networks.
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Financial Services Enterprise

Digitization is changing the benchmarks of the fi-
nancial services industry. Such companies’ net-
works are mission-critical, with low latency and 
high availability the benchmarks for managing their 
IT infrastructure.  Imagine a case where there are 
network issues from any number of sources - Man-
ual troubleshooting methods would be time-con-
suming.

Closed-loop automation, making use of data ana-
lytics, machine learning and artificial intelligence 
capabilities, provides actionable insights into these 
network events and can take remedial action with-
in milliseconds, such as providing additional band-
width, bringing up alternative circuits, setting off 
other workflows to actively re-configure network el-
ements, etc. This scenario contributes to high avail-
ability and service assurance.

Application Delivery

Networks must be ready for digitization. New ap-
plications are flooding the industry, and application 
delivery has become more of a focus in recent years. 
Application delivery must be automated in the data 
center, and each application requires differentiated 
treatment in the form of end-to-end QoS from the 
data center to the edge. In addition, network device 
configurations must be automated during appli-
cation provisioning. Closed-loop automation can 
serve as a bridge between the application and the 
network. The application deployment triggers the 
closed-loop automation system to configure all re-
quired devices - a successful configuration results 
in the application and the network coming full circle.

Hybrid Cloud Deployments

As workloads move to public clouds, so does the 
network. Cloud providers offer services to connect 

branch offices at WAN. Branch offices connect to 
the cloud provider’s hub via the Internet, VPN or oth-
er means. CPEs from multiple providers in a branch 
office present a significant challenge and have re-
quired manual intervention in the past. Closed-loop 
automation can help automate connections be-
tween branch offices. It can communicate with the 
cloud provider’s hub and use the information to pro-
vision CPEs in remote branch offices. 

It can also perform pre- and post-provisioning to 
ensure error-free service delivery. For example, if 
the connection between the branch office and the 
cloud provider is through a VPN service, the closed-
loop automation orchestration assurance engine 
can verify that the VPN tunnel is working. Functions 
such as correlation and analysis can further ensure 
the uptime of the service.

Symphonica
Traditionally, launching a new product is a time-con-
suming and complex project. But with Symphonica, 
and our ability to connect any business system to 
any networking technology, we vastly accelerate 
time to market and time to revenue.

Our service orchestration engine is ready to serve 
with pre-configured workflows and pre-built end-
point integrations that securely facilitate a faster 
and simpler service launch.

In addition, Symphonica provides a no-code design 
studio that enables a quick and easy configuration 
and deployment of new orchestration and automa-
tion processes, no coding needed and no risky soft-
ware upgrades required.

With Symphonica, you can decrease deployment 
and service launch times, reduce deployment and 
maintenance costs and, with our SaaS subscrip-
tion-based model, you don’t have to worry about 
system administration software upgrades and plat-
form availability and scalability.
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Architecture Highlights Symphonica Overview 

Let’s see how two Closed-Loop Automation uses cases are resolved using Symphonica.

Adopt Symphonica as a Key Element 
in your Digital Transformation Program

• With the advent of Telco Cloud, our SaaS-based offer can help you transition to Cloud-based solutions.

• Deep catalog of certified integrations and pre-defined workflows, a graphical UI to support customization, 
along with a robust partner network to help build/verify/operate it all.

• Our own highly recognized systems experts to engage with you every step of the way. 

• Sales, Operations (Customer, Field, Technical), IT, and Engineering disciplines are just some of the key 
functions we support every day through our native tools and innovative solutions. 

• Position peace of mind, knowing that you are leveraging a platform and team that has never failed to deliver, sets 
some of the highest standards you may ever experience, and expects to get it right the first time, every time.

Symphonica
No-Code, Cloud-Native Platform for Adaptive Service Management

Single Pane of Glass
Activates any service, any 
technology, any network
single point, out of the box, 
multi-tenant platform.

Domain-Based 
Architecture
Abstraction layer to complex 
southbound proprietary 
interfaces and protocols.

Fixed-Mobile Convergence 
Enabler
For fixed and mobile. For physical 
and virtual. For cloud and NFV

Multi-domain Service
Orchestration

Multi-Domain, Multi-Technology, 
Multi-Vendor. Standards based:
TMF641, AWS Well-Architected” 

Modern Architecture
Scalable / Microservices / 

Open APIs

Connector Library &
Workflow Design Studio

90+ Southbound Connectors and 
15+ Northbound Integrations
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We can make the offer to the client through any 
messaging means of notification, which shows 
how Symphonica can manage each API.

Then there are two options:
• If the customer accepts the offer, the CPE is 

configured and notifications are sent to the end 
customer and the billing system.

• However, if the customer does not accept the 
offer, the process is terminated without any 
changes to the network.

In both cases, the alert is cleared in the service/re-
source assurance platform and the loop is closed.

Use Case 1: Upselling Process based on Service Usage KPIs

Closed-loop Use Case 1 illustrated below shows an 
upselling process based on service usage KPIs that 
will be detected by a Service/ Resource Assurance 

platform and orchestrated by a Service Orchestra-
tor (Symphonica).

In the upper section of the above, you will find the 
conditions for triggering the upselling offer and 
a brief explanation of the use case. If the unused 
bandwidth is more than 20%, no upselling offer is 
triggered, but if the unused bandwidth is less than 
20% for three hours, the upselling process is trig-
gered and closed loop automation starts.

So when the condition is met, the service/resource 
assurance platform creates a service order in 
Symphonica and lets Symphonica orchestrate all 
the interactions between the end customer and the 
device provisioning.

Use Case #1 - Demo Use Case
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To illustrate the use case more clearly, we have this 
demo architecture and chronology diagram where 
the actions are ordered and described.

As you can see, both systems run in different cloud 
environments.
1. The service/resource assurance platform mon-

itors CPE bandwidth usage.
2. Based on certain rules and when the conditions 

are met, the service/resource assurance plat-
form creates a service order in Symphonica, the 
service orchestrator platform.

3. Once Symphonica receives the service order, it 
starts orchestrating the process and sends an 
instant message to the end customer to start an 
interaction and offer upselling.

4. Using a bot developed for this use case, the end 
customer’s responses are translated and sent 
to Symphonica.

5. When the end customer receives the offer via 
Messenger, he can accept or reject it.

6. As described in point 4, all interaction between 
the end customer and Symphonica is per-
formed by a bot. So the responses are sent to 
Symphonica to continue the flow.

7. If the offer is accepted, Symphonica adjusts 
the CPE configuration to match the new service 
characteristics.

8. After all the new configurations are transferred 
to the network, the alarm is cleared in the ser-
vice/Resource assurance Platform. This closes 
the loop and the service/resource assurance 
platform begins monitoring that device again, 
applying the new parameters.

9. And since the customer has accepted the upsell 
offer, the billing system is notified by subscrib-
ing to Symphonica’s Notification Manager. With 
this notification, the biller learns about the new 
business condition.

Use Case #1 - Demo Architecture and Chronology
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by a Service/ Resource Assurance platform and or-
chestrated by a Service Orchestrator (Symphonica).

As mentioned earlier, this use case monitors the op-
tical performance of a core or aggregation device 
and sets a threshold to detect the faulty device. If the 
threshold is violated, the service/ resource assur-
ance platform triggers a workflow in Symphonica to 
start a repair process and notify the customer and 
the technician.
To illustrate the use case more clearly, we have this 
demo architecture and chronology diagram. As you 
can see, both systems run in different cloud envi-
ronments.
1. The service/resource assurance platform moni-

tors the optical performance of an SFP controller.
2. When the condition is met, the service/resource 

assurance platform creates a workflow task in 
Symphonica, the service orchestrator platform, 
based on certain rules.

Use Case 2: Manage hardware repair and customer notifica-
tion based on network monitoring

Closed-loop use case 2 shows how to manage a 
hardware repair process and customer notification 
based on network monitoring, that will be detected 

3. Once Symphonica receives the workflow order, it 
begins orchestrating the process and sends an 
instant message to the end customer to inform 
them that a repair needs to be performed by an 
on-site technician.

4. Symphonica also sends an instant message via 
Telegram to inform the technician that a task 
needs to be completed after the repair.

5. The technician uses Intraway’s TAA (Tech Assist 
App on an Android or iOS device) to confirm the 
existing SPF serial number and upload the new 
SFP information.

6. After the technician loads the SFP data, Sym-
phonica configures the SFP on the network.

7. After the technician replaces and confirms the 
SPF, Symphonica clears the alarm and starts the 
discovery process.

Use Case #2 - Demo Architecture and Chronology
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www.intraway.com

Intraway has radically simplified Telecom OSS

With over 40 million subscribers successfully served in more than 20 countries 
over three continents, Intraway specializes in driving fixed-line and wireless 
operators’ Digital Transformation projects with a 100% success rate. Supported 
by a staff that clients claim is a natural extension of their team, Intraway supports 
telco cloud initiatives for operators looking to reduce OpEx and migrate BSS/OSS 
functions to the Cloud.

Our globally deployed, award-winning Business Process and Service Orchestration 
platform, Symphonica, is a no-code, cloud-native, telco-grade orchestration 
and service activation platform for automating the entire life cycle of services 
orchestrated across multiple networks and technology domains. Whether 
Communications Service Providers (CSPs) want to increase agility through 
automation, modernize their operations or embrace digital transformation, 
Symphonica has them covered.

www.intraway.com
www.symphonica.com
www.intraway.com



